SSH client end setup for certificates

How to set up a client computer to use SSH certificates for host and client authentication.
Host Authenticattion:

ssh will recognize host certificates from any host whose certificate is signed by an authority identified in the
file /etc/ssh/ssh_known_hosts.

To configure this you need the following line in /etc/ssh/ssh_config:
d obal KnownHost sFil e /etc/ssh/ ssh_known_hosts
Then you need to append a line like the one below to /ets/ssh/ssh_known_hosts:

cat <<EOF | sudo tee -a /etc/ssh/ssh_known hosts

@ert-authority * ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAACAQDTcMC1gp\
Ey/ r OE/ nol Rki OH ppenhnbj 1BFHKRi / Rdxt t V\WBHoMy9i | KADdz6nl t mRHUEZ04\
tf 11 bES9yHAVAnWHf Abgf kZBHz Y4r ueXuo7xl nAWk14J MFUCT2VaVRi 6Sf 8e UDP\
BB3sG E2y PWsaQUDp6k Mk 1VBWhESO] i WP CLDCSI U6f WOT61 LgaRZ9h49Rh3j cV3I \
5779g10gD0YNKgj dgnzHuFe GAZCB5f | 5L+ndC8KXTKMC7shYNladSl oWs3XgQ@ UHM
aj pWwFEI YOBE6/ x| 8QFU/ F44j 5Ej Fvf Pq1k9zPEvi 0SKV68RI 8JZ0X/ Sont VRQ To\
gvYvft DW 32j ACdv3vUk+QDpyyym+R7 SCOKX/ STI T3FDk/ yr HVH@Bz YOLKKhnVFv\
KzzZsOunmsgDSG YSLi al PUI+ZuXDTSel ov+P5s200ZBAPj xYD6YI G BsPKgHssVQ
7CU z1nmxgOCbQNVQ br gdGapdnYpY4YIl sogt ybl 1Q bDt U/ f | RPHHeWABOWH Z1wA
9/ XHnSyPOEFyzk+bYz21l RxJHLBsf WehshM3Mags +A3c maz Uy GQCe T8 XV+nKe 7y 1\
VA qWQQ hj HCoU+NAXkdMBpUz RONKkC33an V68e1EDSDOXAL LZCUr Jfi | 18X9/ R\
hWki DVEl MOPws p3nJ9j USUQRQY Yf 97V3oLw== pbz@gopogo. bi z_host ca_bzhost s
ECF

The above authority currently authenticates the following hosts:

Authority: pbz@ogopogo.biz (tag bzhosts)

* mamey.ogopogo.biz

* repo.ogopogo.hiz

¢ guanabana.bernatchez.net

« relay.bernatchez.net

* relay.ogopogo.biz

¢ repo.bernatchez.net
Client Authentication:

Generate a private/public key pair with this command:
/usr/bin/ssh-keygen -b 4096 -t rsa -C hostnane_purpose -f hostnanme_pur pose

Substitute ‘hostname’ above with a name for the client computer and ‘purpose’ with something indicating
what the key will be used for. Something like this:

ssh-keygen -b 4096 -t rsa -C | ancel aptop_j obberuser -f |ancel aptop_j obberuser
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Send an email to the signing authority requesting a signed certificate. Attach the public key generated above
to the email. The certificate authority will attach a certificate granting you access in a return email. Put that
certificate in the same directory where you store the private key.

When you load the private key into your ssh agent, the certificate will also be loaded.

Example:
ssh-add | ancel apt op_j obberuser

You will need to respond with correct passphrase for your key and will get something like the following:

Enter passphrase for lancelaptop_jobberuser:

Identity added: lancelaptop_jobberuser (lancelaptop_jobberuser) Certificate added:
lancelaptop_jobberuser-cert.pub (lancelaptop_jobberuser)
ISSUE:

On ubuntu the ssh-add utility fails to load certificate files. This does not occur when the ssh-agent is the
real ssh-agent, it occurs when the agent is the one implemented by gnome-keyring. The fix is to stop
using the ssh component of gnome-keyring. Since the initialization process actually starts up a true
ssh-agent and then launches gnome-keyring-ssh.desktop which clobbers AUTH_SOCKET to take it
over, we revert back to the original ssh-agent by disabling gnome-keyring-ssh.desktop.

Disable gnome-keyring-ssh.desktop:

cd /etc/xdg/autostart/
sudo enacs gnone- keyri ng-ssh. deskt op

Add the following line to the desktop file and save it
X- GNOME- Aut ost art - enabl ed=f al se

Then reboot
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